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Introduction

Volume IV provides sample exercise documents and formats intended for the exercise planner to
use and/or modify when designing and developing exercises. The materials presented in Volume
IV are organized in a manner that is consistent with the outline and contents of VVolume I11I:

e Program Management
Contains sample materials (i.e., Exercise Plan, Exercise Plan Workshop, Policies, etc.)
for developing and managing an exercise program

e Planning
Contains sample materials for designing, developing, conducting, and evaluating
exercises.

e Multi-media Library
Contains video clips, sounds, and pictures that may be inserted into documentation or
presentations to add a sense of realism to an exercise.

e References
Contains homeland security and emergency management resources such as publications,
websites, and acronyms/definitions.

Explanations for many of these materials are contained in HSEEP Volume I1l. The materials in
Volume IV provide the minimum standard for exercise planning documentation. These
materials should be modified to tailor the documents to the specific jurisdiction and exercise
type, and for enhancement purposes only. When planning and conducting an exercise with U.S.
Department of Homeland Security, Office for Domestic Preparedness (USDHS/ODP) funds®,
and in order to ensure accordance with HSEEP, planners should develop and submit materials
that are as close to the standard as possible. USDHS/ODP Exercise Program Managers will
periodically review these materials to ensure accordance with HSEEP policy and doctrine.

The materials in Volume IV are examples and, with the exception of After-Action
Reports/Improvement Plans and Exercise Evaluation Guides, do not have to follow the exact
format prescribed within. The State Administrative Agency (SAA), and/or its designated state
exercise point of contact, and the USDHS/ODP Exercise Program Manager are responsible for
ensuring the materials used in an exercise are in accordance with HSEEP and ultimately fulfill
the requirements for exercise USDHS/ODP funding".

Some of the materials are provided in both ‘template’ and ‘example’ formats. Template
documents are provided in outline format for the user to modify and tailor to their specific needs.
Example materials are finished products that demonstrate what a template product may look like
when completed. Users may choose the format they are most comfortable with but should be
careful when using the example materials (particularly scenario-related materials — i.e., Situation
Manual) not to simply “fill in the blank’ or ‘copy and paste’ information into the document
without ensuring the content is accurate and pertinent.

! Refers to ODP funding through either the Homeland Security Grant Program (HSGP) or Urban Area Security
Initiative (UASI).



Volume IV includes the following materials that must remain in the same format provided
within:

e After-Action Report

e Improvement Plan

e Exercise Evaluation Guides

Other considerations:

e The ‘Master Task Lists’ for both discussion-based (i.e., Seminar, Workshop, Tabletop,
Game) and operations-based (i.e., Drill, Functional, Full-Scale) exercises
chronologically lists the step-by-step process and action items that need to be
accomplished during exercise planning and conduct.

e Many of the documents refer to *State’ which may refer to Commonwealth, Territory or
Tribal Nation. “State’ also refers to the State Administrative Agency (SAA) or its
designated agency responsible for exercise administration and coordination. While ODP
oversees and administers an Urban Area Security Initiative (UASI), the SAA for the
State in which each city is located is ultimately responsible for meeting the requirements
outlined in HSEEP, and ensuring its urban areas and local jurisdictions are in accordance
with this doctrine.

e These materials are not being disseminated in an effort to design and develop ‘canned’
or ‘boiler-plate’ exercises. The intent of making these documents available to a wide
audience is to lessen the burden on exercise planners from designing and developing
multiple exercises. Many of these materials, particularly those that present the exercise
scenario, should be tailored to reflect the participating or affected jurisdictions or
organizations. This will provide realism for the exercise. The success of the exercise
will be based on participant actions, whether they are exhibited through discussions or
actual response activities. The documents and materials lay the foundation for the
exercise, and should drive those participant actions. Therefore it is not necessary to
spend an inordinate amount of time creating materials. Ultimately the outcome of an
exercise, the value experienced by the participants, and the improvements that result are
the elements of utmost importance.

e Many of these materials are based on other proven exercise programs and have been
vetted through several organizations, and have gone through numerous iterations and
revisions. While it is evident that many of these materials derive from one program,
Volume 1V is intended to be a compilation of ‘best practice’ materials from a variety of
exercise programs.

e The materials in Volume IV will be constantly evolving based on innovative ideas and
changing conditions. New, updated and revised materials will be posted to ODP’s
Secure Portal. States that wish to submit ideas or documentation they feel are innovative
and enhance the planning process for exercises, should submit them through the ODP
Portal to the *ODP Exercise Division’ (under the Secure Messaging link).



e While the focus of these materials is on terrorism/CBRNE-related incidents, many of
them should be adaptable to a variety of scenarios (i.e., natural, technological). The
materials should also be adaptable to different types of exercises (i.e., Seminars,
Workshops, Tabletops, Games, Drills, Functional Exercises, Full-Scale Exercises). For
example, a Situation Manual (SITMAN) is typically associated with the design and
development of a Tabletop Exercise. However, a SITMAN should be flexible and
adaptable to fit the needs of a Workshop or Seminar as well.

e Recognizing that users possess a variety of computer and software capabilities,
electronic versions of Volume IV materials are provided in Microsoft Word and
PowerPoint only. Grant funding provided by USDHS/ODP can be used for the purchase
of computers and software for exercise planning purposes.

e These materials are intended for users of varying levels of exercise experience.

e As these materials are being disseminated on behalf the U.S. Department of Homeland
Security and its partner agencies, the processes and documents should be adaptable to
other Federal Agency-sponsored exercise programs (e.g., CDC, FEMA, TSA).

e Many of the materials contain note boxes that include short descriptions and/or
instructions for using the respective document.

For Official Use Only (FOUO)/Sensitive Information

The information and materials contained within Volume IV are not considered sensitive in
nature. However, some materials (e.g., scenario examples) may necessitate confidential
restrictions. Exercise materials that are produced in accordance with HSEEP guidance and are
deemed sensitive should be designated as “For Official Use Only” (FOUO). FOUO is not a
classification but it does make clear to participants that the material is sensitive and should be
handled with care. Examples of materials that may require FOUO designations include: After-
Action Reports (AARs), Improvement Plans (IPs), Master Scenario Event Lists (MSELS), and
scenario information.



